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Valne of UB cpea &

The UBAR undoubtedly obtains & very sutstantial technological
gain from thelr expleoitatlion of opon-source literature of the
Hestern World. This exploitstion 1s &sigoed to supplessent the
ES8R's own design cepabilities. Knowledge scquired from 6PeR-SOUICES
signifieantly shortens the time mpan required for much theoretical

There is no doubt that open-source matsrisl provides the UBSR
with sufficient information to gauge the present Scope, size, snd
progress of msjor military prograss of the US within ressomable limits
of sccuracy. In fart the laformmtion 1s such tbat the UBER can
probably recreate the current 8 estimate of Soviet capabilities

within similar limits of tolerance.
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The USSR has long exploited foreign opsu-source litersture
1o speed their industrisl development. Since 1955 graatly incvessed
omprasis has been placed upon the systematle saploitatiion and
adissemination of foreign lsnguage technicsl snd seientific informmtion.
In July 1955 the Russians pointed out serious shortcomings in
ounced that the

their organisation of scientific work. It vas o
planaing of scientific work should include a well organized study of the
achievements of foreign science and technclogy. The Bixth Five-Year
Flen (1956-60) further recognises the need for adapiing foreign
sccomplishmente ia technology o Soviet tndostey.
A. Steps Taken by the UBSR to Exploii ¥
Litersture

In order {c iacrsase the usefulness of foraign open-source
literature the Russiang bhave established a bighly efficient sysiem fir
disgeninating this informmtion to their sclientists, eugineers, and
technicians. This system includesn:

1. eoaphasis on foreign langusge training ssong techaloisns

2. astabliisbment of apecisl organizations io colleet,

tyanslate, and dissexinate scimtific and teclhnical
information of forelgn origin (w.g., the All-Union
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Inetitute of Solentific eaad Technion)l Inforastion of
the W of Selences, UBSR).
impioitation of forvign open-BOuUrce material in the Tields of
indusiriel econgwice end mimm 1p largely the yesponsilbility of

getantitic rapelrel SYFRD ypat

peTs Bnd mmmg (ww Taelssure A for titles sod saapies)
beaigiry, saginseriag, sgricultwe,

The Suglication of goblenis; 8.8«
ring wnder the tities of thome genaral series doee pot

the orgpndizations

necssnarily asen duplication of efforis e
mged is sxploitation but rether veflects the facl that Lhess

wbiieations inelude s varistly of foras -- acresslon 118ts, sanotate
sevanhies, susmries, sbetrects, trenulations, ol Teviews.

which includes 70 subjeet titlas roughly paralleling trenche
Sovies infustry. Bech of these 0 smbject titlew 48 pullished in

pertinens, 45 times per year undsr the susplces of the Acadewy of

it o= x ha sl this mﬂ@; m%&w W 5&‘3{& in m@

Belonces HER
pubiications are often ayailable to Soviet resdere i treasinted
form £ to 3 weeks after publization in the erigissl longulne

psbltened outelds the USSR, thw Doviet exploiiation service, howsver leulabls
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move then & fraction of the informstion appes ding abrosd. Av present
mmm&w&%&#%miawmmmmmiwm

satisfying the needs and wamts of its customen’s.

Soviet explottation of open-sburce 1
fn certain fields such as the electyotechnion: indpetry the USER in its
pubiicntions to U8 publications. Oviss poblieontions were ypreferved for

1.

2. Trede aod tecimicel magasines much as Irga Ave, Civii

a8 the Buresy: of Hinss, 0ffice of Techaical Services of
tmemt of Comuemce, Ataniu Basrgy Counlsslon, ebe.
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under the dirvection of the Los Aleson Scientific

feboratory in 1950 wns used in the preparation of &

mimaxar%iﬁmmm@wmmm
Soviet Avmy newmpoper Red Ster is 1956, Emrly Geviet

sivil defense plaming ves prolably based in pert on

£his Took. |
%, Pubiiestions by US cospanies Ssseribing squipnent,
esges, s wiifisation wd

0 ol move guickly than i€ ibey Tad

ﬂmﬁfﬁi‘% % Wﬁ&l A ovrmany
open souress. In 1948, Germen oagingers st foviet snmistores, woed

artsg to design v ocopy of the IB-57 aiveralt siihough 1% WS REVEY
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Sufficient infomsxtion shount the treatmsnt of oxidived copper
of the UD ower the post £ to 3 years to sugwer 21l the UBER's quesiions

for suecesslally handling thess oros.
pe -~ The USSR has long explolited 0B
dnsace profuactics teduniogy.

apan sogrode to koay abresst of or
scpde of Soviet uee of US open sources 1s an srtisle in
i, o pahlication of the USSR

Ministry of Defense. An ariicle satitled the "Use of Instrommrte
B Fightiug vas devotal to o dsscription of U8 dsvelspuent of
iufra~red davices. The sowees cited for the article inciwded

Jourasis swh as Chemical Eagisewring snd Chemlesl Week to yefduce
sxpmditures on Yesesrch and development and shopien the time vhich
witd othervise be require? to introfuce new products aud Lgprove

oporating efficiemey. £ pood camgple of this is the case of ofl
extended-rubber, & vty sispls and inexpensive way of incrsssing mitber

wroduetion by a8 much as 20 parcont. Keowlodoe gpined ihwoush U8B

teoimicnl sources ¢nabled the UHSR mmm to intyoduce

e Buythe vepart on IS stoalc smswgy development, mve iaforsttion

om other extraction of wanyl nitrete. This Inforwation sccelevated

Soviet developnent of the sro@uciion of wrsalus fesd materials by

DRrant TG YeRrs.
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publicstions on o stsriing paint in the mejority of their elactrmice

There 18 1ittle doubt that open~pource materisl provides
the USSR with sufficient informstion to gauge the peesent soope, sise
can probebly recrests the curpent US ostimaie of Soviet copabiiition within

siutier 1imits of tolersace. Zmsupies of

of the BATO comiries detalling types of mimeiles, gemersl ehavacteristion,

U8 opem sources provide velusble costing and Clamnctiel Gats, anfl other

tacticsl plomning informatisn. lacking other dats the USSR

securate pletare of the scope, size and yrogress of the US

of siratesic projects such as the St. lLewrence Seavey, tunnels, atomic

resctor and hydroelsctris pover instaliations and critical points within
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fyron apen scurces significsatly shortens the Llwme spas reguived for
theoretical reseerch and Jevelopment. The USER is often able %o avoid
the pitfulls emsountered by other resserchers.

mmnﬁmmmmmmmmﬁmmmm
wrozrens, 1.6., equipment Sesign, musafacturing, eonsiruction and "o’
in 333-&@% aperution.

Soviet designers ave heph ponted on the latest Jevelopemis .
thely Figlds ithvoughout the world. 7This hes pormitied them in meny

tom of foreigs spen

sowess 18 o prectiest sad profitshle ressarch tesinigue from the Soviet

svadlskle in the U6, thers have Loen major ombssicas in the extent and
detail of coverage. Thave has bosn o grest dasl of general iafusirisl

ayeas Senling with militery oud-item production. Infusirial statintics
esgentia® for & proper evelustion of the USSR's econsmic stresglh heve

wiblished in the UBOR bas Increused since 3954, Thopre hae Loen an

incvense in the mumdar of 18 and the iohelliseace valus of
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rostion in ell perioficsls ik fieicased.

the aﬁm of Soviet infustrial statistios, Novever, wtill exist as

imdicwiad belows

T
2

Lz
-
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&
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o statistios on mon-ferrous awtel profuct Lon
ns informetion relsting to Dervonlloy wiariadn o
niekel, molybdemm, cobalt, atc.

spRrse ptatigtion) inforsation on laleconss
no informstion on mix of petaiworking meckinery, velue

ao inventory of tysasportation agdgement, its gtilisation,
rerions, or traffic on specific

statistics duteiling the lahor force. m&w@iﬁt@

snd other agoreésstive industrizl statistics do nob

sompaTe ¥ith US statistice on these oohlecte svallable

to the TR

Approved For Rel

In relstively few industrial sectors have Soviet open gorirodn
proved of techanlogicel valwe fo UG infustry. In the fields of cersaic

euttiag boole, slectro-grosion smohining ond gityesonic nachining the UBER
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than the U0,

1 heve exploited mome Soviet litersiure ia these

U9 yemearch PARBONDS
mmmmammmmmmm
% in difrerest sgplications end scustisgs en & broaden

o USSR 16 vell advenced in thelr knowiodgs of Artic cparstions.

probloens

Informstion on trausporistion, elsctric power snd constroction
in onld vesthey sreas is of potential velue to Cansds snd RDssbe.

teney 1s approeching
thet af the U9, 2.5., in electric power, ¢lseironics, maching teols,

and alipbuilding., Some of the receatly veported Soviet work on
traveliing-wave tubes is recelviag cunsidemable atieation bere. In

soft ¢hat ¥IT im about 10 receive a grant® traseiate

thege Fields.

cpen sources containing industrisl stotistics, thess sowrces are of
jncaloulabls value to the US from aninltelligeace viewpoint. Qur basic

epdereianding of the strengths and vwinerebilities of 4o Boviet es0nomy

ig devived Tvom study of Soviel cpen-gource literature. The inforsation
| oy e

(2]
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ﬁﬁ%@% tagether to zive a comprehensive pletuee of thelr over
arraiationships of the varisus gectors. Sovist

apen souTces are of particulsr value in saslysing the following Soviet 2
o, constrwetion, somanicstions, slectric

edly obinins e very sibetentisd tecknologioal sad
wopree 1itersture of e

Vesters Yorld. AL presant the UB gaine 1ittle tesimologiconl informetics

sen it the intalligeswe wvalue of Sovist open-Souresd

There 18 no WY, Sbort of prohiblting pubiiestion, that will sffectively
deny the srest bulk of U2 informmtion to the DESH. Techmologiesl afvances

moding comtyies of the Western Worid. Atdespis o
g aatarials to the UVBER wouid vesult in the

sexiously deny US open-sigure

ek te obieining mab of this inforsstion from Western Burapess sources or

surreriitionsly within the UB. Auy sttept to resirict the puiblicstion ov
sshion within e US ia replete with the

..v,,-;;*,j,:@es, of mmm%im info
s of etifling UB technolnglenl progfess.
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‘e Sunger exists that effectlive restrictive W&ﬁ an the
paxrt ﬁi%&ﬂﬁmé&ammﬁyﬁﬂﬁ&wmwgmim
1ess of information of very high intelligemee valus. It mest be noted,
nowever, that the poliey of heeping unclassified $trategic information
from venching the USSR hes aot resulied is sy ratalistory action on
are 8% presmt podiishing sueh Hore information of inteliigence value
than in thepstwar period.

he Soviet imtelligsmee gein from U opem sources is wadoubtedly

1imited onwly by thely ability or intarest in proceRsing this
inforeatie., Preventing lesks of classifiod data wonid slizminste,

nowever, the mst easlly acquized guins of Soviet Lntelligemce
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2; Tha US depemde very beswily wpon Joviel open BOUTCES A G

3. Every sttenpt Ahowld be ande to increase the quamtity of Soviet
1able to the US.
mogouyes snterial should be made avidlabla o

5, Any sttempt to serisusly 1ikii the avellability of opEs-ERwed
the progress of U5 industry. Cerisin

- types of iaforastion of strategic Lupertance to the USSR's ailitery
potential must contizee to be classified.
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